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Comparison of Russian and Kazakhstan proctoring systems

The article analyzes the problems faced by teachers in the context of the forced transition to distance learning
in connection with the COVID-19 pandemic, when interaction with students was carried out only using
information technologies. There are problems of organizing and conducting exams in remote access: the
difficulties of identifying students, the use of proctoring technologies. The main problem of distance learning
is objective assessment of knowledge. Online proctoring systems are one way to discourage student academic
fraud. The article discusses the possibilities and problems of using the online proctoring system for online
knowledge control. The possibility and feasibility of using proctoring technology in remote monitoring of the
progress of university students, as a tool for personal identification are analyzed. Varieties of the proctoring
procedure, classification of technologies based on the products of ProctorEdu, Examus, Oqylyq, Aero, Oes
are considered, as well as the advantages and disadvantages of the proctoring system. The article notes that
the Kazakhstani proctoring systems Oqylyq, Aero, Oes are not inferior to the Russian proctoring systems
ProctorEdu, Examus. On the basis of the analysis of proctoring systems, the validity of its application was
confirmed from the point of view of efficiency in terms of such indicators as the reliability of identity
verification, reduction of time and material costs.

Keywords: proctoring, auto-proctoring, proctor, knowledge control, distance learning, online exams, bio-
metric identification, machine learning.

Introduction

Until recently, concepts such as distance learning, correspondence learning, open learning, etc., were
practically not divided. However, at present, distance learning (DL) has proven its importance and relevance.
The educational community recognizes that distance learning has good prospects associated with the imple-
mentation of learning throughout life [1].

In addition, it is important to note that DL is fundamentally different from traditional education because
it creates a new educational information environment, where a student knows exactly what kind of
knowledge, skills and abilities he needs. It can also be considered that a distinctive feature of DL is provid-
ing the opportunity to get the required knowledge themselves, using developed information resources (data-
bases and knowledge, computer, including multimedia, training and monitoring systems, video and audio
recordings, electronic libraries, as well as traditional textbooks and teaching aids) [2].

Distance learning is a new form of education, different from the usual forms of full-time or part-time
education. It supposes other means, methods, organizational forms of teaching, different form of interaction
between the teacher and students, students to each other. At the same time, like any training system, it has
the same components: goals, content, also largely determined by the current programs for a specific type of
educational institution, methods, organizational forms, teaching aids. Also, it can and should go beyond basic
education, including additional education and everything related with it. Thus, on the one hand, distance
learning should be considered in the general education system, and certainly in the system of lifelong
education, thereby providing not just a certain system, but the continuity of its individual nodes. On the other
hand, it is necessary to distinguish distance learning as a system and as a process. In other words, it is
necessary to envisage and theoretically comprehend the stage of pedagogical design of this activity, its
content and pedagogical (in terms of pedagogical technologies, methods, forms of education) components.
The creation of electronic courses, electronic textbooks, complexes of teaching aids, the development of
pedagogical technologies for organizing the learning process using networks — all these are the issues of the
pedagogical design stage. That is why, a certain stage of preparatory work is required, which provides
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theoretical comprehension of a new form of education and training. The development of distance learning
courses is a more laborious task, even than the creation of a new textbook or teaching aid, since in this case,
a detailed study of the actions of the teacher and students in the new information-subject environment is
necessary.

Distance learning forms have appeared for a long time, but the surge in their popularity was due to the
regime of self-isolation. Although educational tasks were implemented more or less quickly, the remote
control of knowledge still raises many questions — from the security of personal data to a huge number of
opportunities to violate the knowledge testing procedure. Specialized proctoring systems help to solve this
problem [3].

Experimental

Distance education allows to acquire knowledge at a convenient time with minimal costs, but to
confirm them, to obtain diplomas and certificates, certification is needed. Proctoring provides the
certification, allowing online exams to be conducted without the participation of an examiner (proctor),
automatically calculating the degree of confidence in the results [4].

For the first time, the American company Proctor U began observing students in 2008: the proctor
followed the students through webcams. Then, they began to check the integrity of the students after the
exams, watching videos to find violations, but this method still involved a human factor, and the verification
was still carried out by a person. Currently, the following foreign services provide proctoring services:
Kryterion Inc., ProctorU, Tegrity, Respondus, B Virtual, Software Secure, ProctorCam and Loyalist Exam
Services, there are also Russian services Examus, the Proctor Edu system, etc. The services of these proctor-
ing providers are used by more than 1,000 educational institutions in 129 countries [5].

The term «proctoring» is derived from the English. «Proctor» is a person who monitors the course of
the exam at the university. Proctoring is a procedure for monitoring and controlling remote testing: testing,
task completion [6].

Results and Discussion

Nowadays, Russian educational organizations mostly use ProctorEdu and Examus proctoring systems.
The Examus project was created and launched in February 2015, and in August, the program was used in test
mode at the first entrance exams at the Ural Federal University. In October of the same year, the project re-
ceived a grant from the Innovation Promotion Fund. These funds were used to improve the first version of
the system. To conduct exams, universities such as the Higher School of Economics, RANEPA, St. Peters-
burg State University have chosen «Examusy. Proctoring will help to objectively assess the knowledge of
employees and exclude any attempts of fraud [7].

Initially, the ProctorEdu proctoring system was designed to provide online test control in recruiting or
appraisal situations, solving the problem of personal identity, cheating, etc. The credibility of the results is
achieved through facial recognition throughout the session and intelligent analysis of behavior during testing.
The proctoring system supports two main proctoring options and their combination.

Auto-proctoring is automatic observation and confirmation of identity, the assessment of trust is set by
the system automatically. «Live» proctoring needs the presence of an observer during the exam, interaction
with the participant, the conclusion is presented by the proctor [8].

System features:

1. automatic assessment of test results and biometric identity verification;

2. support proctoring work on Android and 10S mobile devices;

3. seamless integration with the testing system, it works in a browser and does not require the installa-
tion of any extensions, plugins and third-party software;

4. communication with the proctor via video and audio communication, chat;

5. connection of an additional mobile camera for better viewing;

6. minimum network requirements — 128 Kbps (50 MB / h);

7. automatic recovery after communication breaks[9].;

8. integration with the testing system of the company or educational organization, for example, with the
StartExam, Stepik and Moodle platforms.

Relevant proctoring assessments that can be trusted by users: trust assessment with details of violations,
biometric verification, video protocol, PDF-report, uploading results via APl and in the form of tables [10].
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The license for this product is not permanent and therefore, the price may increase annually. The
ProctorEdu proctoring system is too expensive.

Examus is an online proctoring service. Automatic algorithms identify the student's behavior and ana-
lyze his behavior in terms of threats to violate the norms of the exam, and report the results of the test to the
proctor, that is the person who controls and adjusts the operation of the automation. User identification is
based on face recognition algorithms. The image received from the student's webcam is compared by the
system with one of the reference images or their combinations. The proctor then makes a visual comparison.

Benefits of the «Examusy service:

1. the complex use of several identification methods allows achieving 99.9 % accuracy;

2. receiving by the client in a convenient form the entire set of materials recorded during the exam: vid-
eo, screenshots, chat log with the proctor. The built-in scoring system automatically calculates the probabil-
ity of passing the exam fairly;

3. the presence of a flexible API allows to quickly integrate proctoring with any LMS;

4. in interaction proctors with the students will be exactly according to instructions for the particular ex-
am;

5. precise identification system and constant monitoring of student behavior by proctors leave no
chance for frauds;

6. convenient system of viewing the archive and reporting allows clients to conduct a comprehensive
analysis of student’s behavior during exams [11].

Today, in Kazakhstan, 25 % of educational institutions use proctoring systems. There are a number of
domestic platforms serving Kazakhstan universities: Oqylyq, Oes, Aero. Despite the existing modern devel-
opments and technologies in this area, the problem of preventing falsification of test results remains not fully
resolved and the material resources of not all universities can afford to purchase or rent this product.

The Kazakhstan proctoring system «OES» allows to monitor the progress of the examinations. The sys-
tem, using artificial intelligence, automatically verifies the student and monitors violations from the begin-
ning to the end of the exam, then issues the information in the form of a detailed report. The system also rec-
ords the webcam, microphone and user screen content. All videos are stored on the server and can be viewed
at any time. 30 educational institutions of the Republic of Kazakhstan cooperate with the proctoring system
(Kazakh-American University, Turan University, KRU named after A. Baitursynov, KazGASA, South Ka-
zakhstan State Pedagogical University, Bolashak Academy, Eurasian Humanitarian Institute, Atyrau Engi-
neering Humanitarian Institute, Aktau Humanitarian and Technical University and etc.).

The Kazakh proctoring system «Aero» enables to conduct online exams with monitoring, quick analyt-
ics, and detailed reports. In the proctoring system «Aero», 10,000 students have passed exams at the same
time. More than 10 educational institutions of the Republic of Kazakhstan cooperate with the proctoring sys-
tem (KazNPU, Zerde Holding, Nazarbayev University, Akhmed Yasawi University, KarU, Astana Medical
University, etc.).

Kazakhstan proctoring system «Oqylyg» includes additional modules for automated proctoring and an-
ti-plagiarism. This allows to be performed according to the principle of «one windowy without switching to
third-party systems, which gives convenience to all users of the system (Kazakh National University named
after Al-Farabi, Republican School of Physics and Mathematics, Kazakh National Pedagogical University
named after Abai, Kazakh National Pedagogical University, etc.).

Table 1 provides an analysis of Russian and Kazakhstani proctoring systems according to some criteria.

Table 1

Features of Russian and Kazakhstani proctoring systems

Features of Proctoring systems Russian systems Kazakhstan systems
ProctorEdu Examus Oqylyq Aero Oes
1 2 3 4 5 6

Online proctor during the exam + - + + +
Seamless Internet + + + + +
Data encryption + + + + +
Proctor management + + + + +
Interaction with the student + + + + +
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Continuation of table 1
1 2 3 4 5 6

Prevent the proctor to view the
screen
Later video review of proctoring
Automatic proctoring
Sound levels
Real time data
Blocking
Identification
Webcam
Logs / records
Video storage
Time stamp incident
Incident logs
Program setting
Security solution levels
Permitted / specified additional
tools
Efficiency research - - - - -
Note — developed by the authors
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In the auto-proctoring mode, the student goes through the verification stage. Then the system collects
data from his webcam, microphone, and computer screen (cursor movements, keystrokes on the keyboard)
and fixes violations. Adherence to predefined rules throughout the session will maximize the credibility of
the exam results.

Table 2 depicts a comparative analysis of Russian and Kazakhstan proctoring systems by the type of
blocking for violation.

Table 2
Features of blocking

Features of blocking Russian systems Kazakhstan systems

ProctorEdu Examus Oqylyq Aero Oes
Windows and Mac ++ ++ ++ ++ ++
Browser + + + + +
Prevent pressing browser control + + - - -
buttons
Ban on navigation + + - - +
Preventing concurrent tests + - - - -
Test output control + - - - ¥
Operating System / Computer + - - - -
Prevent Right-Clicking + + - - -
Hide the desktop taskbar + - - - -
Prevent copy / paste + + - - -
Prevent launching applications + + + + +

As can be seen from these two tables (Table 1, Table 2), the Russian proctoring systems Examus and
ProctorEdu outperform Kazakhstan proctoring systems (Oqylyq, Aero, Oes) in some indicators (locking the
operating system, preventing copying or pasting, etc.).

Domestic proctoring platforms are developed without sufficient research of the scientific and
methodological foundations for organizing control during exams in the context of distance learning;
psychological and pedagogical recommendations for organizing control during exams in distance learning
have not been developed. In addition, the following are not provided:

— substantiation of mathematical models, algorithms and hypotheses of artificial intelligence;
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— support for proctoring work on Android and iOS mobile devices;

—online monitoring of several participants at the same time for each proctor using API technology;

— blocking of parallel input;

— definition of the second monitor;

— biometric control (on the iris of the eye).

Students' reactions to such programs are different. While some Russian students are looking for ways to
circumvent the protection, Western students are protesting against the implementation of such systems. In
their opinion, the use of remote surveillance systems is tactless and unethical, and the systems themselves are
a dubious solution to the problem of online identification [12]. Nevertheless, many representatives of
educational institutions believe that only with the help of such applications, teachers can guarantee an
objective assessment of knowledge during online control. However, online surveillance systems do not
provide a 100 % guarantee. Students can find a number of ways to get around them, for example:

— use headphones that the webcam cannot see;

— start with the person who will pass the exam first and remember the questions;

— use the blind spot of the webcam, where you can position your smartphone, to which the assistant will
display answers.

The proctoring system is being developed based on artificial intelligence. Artificial intelligence is
trained to track all passing participants at once and «notices» a large number of details: whether there are
«extra» people in the frame, whether there are voices in the room, whether the student is trying to switch a
tab in the browser or turn on extraneous programs, how often he looks away from the monitor. Having regis-
tered suspicious actions, the system notifies the human proctor. It connects to a specific webcam and person-
ally monitors the student (Figure 1).

Focus detection

Browser
Full screen detec-
tion
Sound detection
Microphone
Voice Activity
Detection
Proctoring
program No face
Face detection
Multiple faces
Camera P
Face recognition
Continuous check
Handwriting
keyboard
Keyboard

Note. developed by the authors

Figure 1. The structure of the subsystem for automatic detection of dishonest behavior
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Artificial intelligence records during the exam:

— absence of the examinee's face in front of the camera;

—a stranger in front of the camera;

— an unknown person in front of the camera;

— conversation or noise;

— mute the microphone or low volume;

— new keyboard handwriting;

— the window with the exam page is not maximized to full screen;

— switch focus to another application or tab.

Despite all the advantages and convenience of proctoring, today, there are still those who are suspicious
of proctoring. For example, someone is embarrassed that the examiner is looking at them during the exam,
and this interferes with concentration. Furthermore, there is always the possibility that something will go
wrong: the Internet connection or the program is lost, or the proctor misinterprets the looking away — a way
to build thoughts, and not a desire to spy. In addition, the bandwidth of the Internet for streaming video plays
an important role, especially in remote small settlements, where remote technologies are especially relevant.
The complexity of organizing and conducting control in distance learning is the need for accurate
identification of the student's personality and assessment with details of the violation. The advantages and
disadvantages of online proctoring exams are shown in Table 3.

Table 3

Advantages and disadvantages of online proctoring exams

Advantages Disadvantages
— Saving money and time for organizing computer labs for |- Availability of a sufficiently fast and stable Internet
conducting exams, finding and training people who must channel (network connection speed 1 Mbit / s).
follow the process of passing the exams — automatic proc- |- The problem of leakage — we send a «pioneer» who
toring is a proven, scalable and easy-to-configure tool. The |clicks and remembers the answers and then passes them
number of examinees can be between one thousand and ten |on to someone (solved by the examiner by creating vari-
thousand people. ations of steps, an intense stream of questions, the an-
— Convenience of passing — the examinee can choose the  |swers to which are difficult to remember).
time at which it is convenient for him to pass the exam —
proctoring is available not only during working hours.
— One can take the exam from home in a comfortable envi-
ronment conducive to high exam results.
— Minimum equipment costs: everyone has a computer,
webcam and microphone or are very cheap.
— Lack of problems with the interest of local organizers in
the successful results of the examinees.
— Fast results: asynchronous proctoring allows you to filter
out only suspicious sessions, which can already be viewed
manually, and to confirm that the exam was passed honestly.

Conclusion

Due to the recent events related to the pandemic, the use of online proctoring systems in universities is a
necessity, caused by the requirements for an objective assessment of students' knowledge and compliance to
the conditions of quarantine. The need to use proctoring systems during the COVID-19 pandemic has be-
come a problem for the entire community. Universities have faced problems when it is necessary to fulfill
sanitary requirements and at the same time, ensure the quality of education through the control of the assimi-
lation of educational programs. A significant limitation of the use of such systems is its cost. Also, based on
the comparative analysis of the capabilities of Russian and domestic proctoring systems performed in this
study, it follows that the existing proctoring systems do not fully meet the requirements for ensuring the ob-
jectivity of knowledge assessment in the online mode.

Distance exams are a real way to define knowledge of students. According to order of the Ministry of
Education and Science of the Republic of Kazakhstan, it must be mastered by all universities in Kazakhstan.
The search for a solution to how to establish the proctoring process, on the contrary, is becoming increasing-
ly important today.
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Thus, although proctoring systems have appeared recently, such systems quickly became a popular ser-
vice since they provide the best protection today against cheating students during remote control of
knowledge. The Internet offers a sufficient number of services for organizing proctoring, at affordable prices.
Teachers have the opportunity to use remote monitoring systems when creating online courses, during test-
ing, for conducting exams and in other situations.
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A.I'. [Naymenona, III.E. Axmerxanosa, M.b. Onrapbaesa

Peceiisnik KoHe Ka3aKCTAHABIK NPOTOPUHI-KYHeJepiH CaNbICTBIPY

COVID-19 mnanpgemusicbiHa OalTaHBICTBI KANIBIKTHIKTAH OKBITY J>KaFdaliblHa KeIIyre MKOyp OoiFaH
OKBITYIIBIIAp MEH OiNiM anymibuiapra TeK aKHapaTThIK TEXHOJOTHsUIAp/bI Maiianana OTHIPHIN OaillaHbICKa
IIBIFYy JKY3ere achlpbUIAbl. Makanaia ochl Ke3eHAe OKBITYIIBLIap alfblHIAAa TyBIHIAFaH mHpoOiieManap
3epTTeireH. KalbIKTBIKTaH eMTHXaHAapAbl YHBIMAACTBIPY JKOHE OTKi3y Mpobiemanapbl atam eTiNfi; ojap:
OiTiM anmyIIBUIApABIH JKeKe 0achlH COMKeCTeHAIPYIiH KYPAEIIiri, TPOKTOPHHT-TEXHOJIOTHSIAp bl Makiaana-
Hy. KaIIbIKTBIKTaH OKBITYy Ke3iHzae OimiMIl oObeKTHBTI Oaramay Mmoceneci e3ekti Oomnbim Typ. OmHmaifH-
MPOKTOPHUHT JKYHEeNepi CTYICHTTEPIH aKaJIeMHUSIIBIK Ko300SyIIBUTBIFBIHBIH aJIbIH alyAbIH Oip 9/ici OOJbIT
TabbuTanel. Makanaia OuniMal Oakpulay Ke3iHAe OHJIANH-TIPOKTOPUHT JKYHECIH KOJIaHy MYMKIHIIKTepi MEH
Macenenepi KapacTelpsiasl. COHBIMEH KaTap, MakKallajga >KOFapsl OKYy OPBIHIAPHI CTYACHTTEpIHIH YITepiMiH
KalIBIKTBIKTAaH OaKpUIayZa NPOKTOPUHI TEXHOJNOTHSCHIH JKEKE TYJFaHbl COHKECTEHAIPY Kypasbl peTiHje
KOJIJaHYy MYMKIiHAIrT MEH OpPBIHABUIBIFBI TayiaHFaH. [IpOKTOPHHT mpoleaypackiHbIH Typiepi, ProctorEdu,
Examus, Oqylyq, Aero, Oes eHimM/epi HETi3iHAE TEXHOIOTUSUIAP/IBIH HKIKTEIyl )KOHE MPOKTOPHHT JKYHECiHIH
apTHIKIIBUIBIKTAPEI MEH KeMILIUTIKTepi KenripiireH. ABTopnap Kasakcranaslk Oqylyq, Aero, Oes
HNPOKTOPHHITIK Xy#enepi peceitnik ProctorEdu, Examus nmpokTopHHTTIK JKyHenepiHeH kKeM TYCIeHTIHIH aTamn
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otkeH. [IpOKTOpPHMHr KyifenepiHe >XYpPri3iireH Taniay Heri3iHAe OHBbI JKEKe TYJIFaHbl BepU(HKaIUsIay
CEHIMAUTIrT OOWBIHINA, YaKBIT I[E€H MAaTepPHANIBIK IUBIFBIHAAPIABIH KbICKAPYBl CHSKTBI KOPCETKIIITEp
TYPFBICBIHAH KOJIIAHYIbIH THIMIUTIT pacTaiabl.

Kinm ce30ep: IPOKTOPHUHT, aBTO-IIPOKTOPHHT, MPOEKTOpP, OimiMIl GakpuIay, KAIIBIKTHIKTAH OKBITY, OHJIAHH
eMTHXaHAap, OMOMETPHSUIIBIK MICHTH(OUKALS, MAIITHHAIBIK OKBITY.

A.T'. llaymenosa, I11.E. AxmeTxanosa, M.b. OnrapbaeBa

CpaBHeHHe pOCCHﬁCKHX N Ka3aXCTAHCKHUX IPOKTOPUHI-CUCTEM

IIpoananu3upoBaHbl TPOOIEMBI, C KOTOPBIMU CTOJIKHYJIUChH NPEHNOAABATENH B YCIOBUAX BBIHYXIEHHOTO Ie-
pexofa Ha IUCTaHIIMOHHOE 00ydeHue B cBs3u ¢ maHaemueir COVID—-19, xoraa B3auMoaeicTBie ¢ 00ydaro-
MIIMHUCS OCYIIECTBIISIOCH TOJIBKO C UCIIONb30BaHNEM HH()OPMAIIMOHHBIX TeXHOJIOTHI. BhineneHsl mpobieMsl
OpTaHM3alUH U MIPOBEACHHS YK3aMEHOB B YAAICHHOM JOCTYIIE: CIOKHOCTH MACHTH(HUKAIUN JINIHOCTH 00Y-
YaIOMUXCsl, IPUMEHEHNE NPOKTOPHHT-TEXHOJIOTHHA. [IpH AMCTaHIIMOHHOM OOYYEeHHH OCTPO CTOUT BOIIPOC
00BEKTHBHOH OLIEHKH 3HaHWH. CHCTEMBI OHJIAHH-IPOKTOPHHTA SIBISIOTCS OJJHAM M3 CIIOCOOOB BOCHPEIISTCT-
BOBAHMS aKaJIeMUYECKOMY MOIICHHIYECTBY CTYIEHTOB. B cTaThe paccMOTpEeHBI BO3MOKHOCTH U IPOOIIEMBI
MPUMEHEHHs] CUCTEMbI OHJAWH-TIPOKTOPUHIA MPU KOHTPOJe 3HaHUW oHyaiiH. [IpoaHamu3upoBaHbl BO3MOXK-
HOCTh U IEJIeCO00pa3sHOCTh MCHONB30BAHMS TEXHOJIOTWH IPOKTOPHHTA B JUCTAHIMOHHOM KOHTPOJIE yCIIe-
BAaEMOCTHU CTYJCHTOB By30B KaK HHCTPYMEHTA MACHTH()UKAIUH JTUIHOCTH. M3ydeHs! pasHOBUIHOCTH IPOIie-
Iypbl TPOKTOPWHTA, KIAacCU(UKANWs TEXHOJNOTWi Ha Oa3e mponaykroB kommanum ProctorEdu, Examus,
Oqylyq, Aero, Oes, a Takxe MPUBEACHBI JOCTOMHCTBA W HEJOCTATKH MPOKTOPHHIOBOH cucTeMbl. Kpome
TOr0, OTMEYEHO, YTO Ka3aXCTaHCKHe MPOKTOpHHTOBbie crcteMbl OQylyd, Aero, Oes He yCTymalT pOCCHii-
CKHMM MPOKTOPHHIOBBIM cucTeMaM ProctorEdu, Examus. Ha ocHOBe NpOBECHHOTO aHa3a CHCTEM MPOKTO-
pHHTa IOATBEPIKIeHA 00OCHOBAHHOCTH €ro NMPUMEHEHUSI C TOUYKH 3peHUs 9((GEKTUBHOCTH IO TAKUM ITOKa3a-
TEIsIM, KaK HaJIe)KHOCTh BepH(HUKAIIK IMIHOCTH, COKpAIIEHIE BPEMEHHBIX I MaTepPHANbHBIX 3aTpar.

Knrouegvie croéa: MPOKTOPHHT, aBTONPOKTOPHHT, MPOKTOP, KOHTPOJIb 3HAHWM, IHCTAHIIMOHHOE OOy4YeHHE,
OHJIAWH 9K3aMeHBI, OMOMEeTpUYecKasi HACHTH (UKL, MAITHHHOE 00y4YEHHE.
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