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Modeling in CupCarbon

Modeling is one of the key categories of modern cognitive theory and design-engineering practice. Simula-
tion and visualization of real physical processes and phenomena are important technological tools and
simulation results. The article presents a comparative review and analysis of existing emulators, such as
Cisco Packet Tracer and UNetLab, as well as the rationale for choosing CupCarbon as a platform for mod-
eling, in particular, wireless networks for the Internet of Things. The functional potential of today’s most
common emulators like Cisco Packet Tracer and UNetLab are significant. Cisco Packet Tracer is a power-
ful software emulator, which gives the possibility to users to simulate networks, organizing them with the
almost unlimited number of devices, using the equipment and adjusting it for the specific tasks of this or
that environment. The program gives the opportunity to develop the quality of decision-making speed, cre-
ativity and critical thinking, configuration and troubleshooting networks with the use of virtual equipment
and simulated connection. Despite the great advantages of this software emulator, it has several disad-
vantages, which make it incorrect for modeling 0T networks, such as the lack of simulation in a 2D/3D
environment and adding urban and natural noise, not a complete emulation of 10S, almost everything that
goes beyond the CCNA, it also cannot be built on it, the possible manifestation of a variety of bugs that
are treated only by restarting the program.

Keywords: education, simulation, Internet of things, emulator, wireless network, sensor, Arduino, soft-
ware, configuration, equipment.

Introduction

In today’s learning environment, computer modeling technologies are actively used to convey in-
structional material. Modern educational computer information tools have taken an important place in
the process of education and training of specialists. Their effective use in the educational process allows
one to simulate and visualize many natural and physical processes, reduce training time, individualize
training, etc. Constant modernization of computer and information technology and the education system
through the introduction of training systems with simulation technology and virtualization helps stu-
dents to link theory with practice and understand real processes and phenomena. Therefore, in the mod-
ern world, the use of technology in the education system increases the effectiveness of learning, in par-
ticular through simulation tools.

Today, the development of information collection and processing systems is rapid. The number
of devices equipped with sensors to exchange information with processing centers and with each other
is growing. Access to the Internet is becoming more and more affordable, the cost of connecting de-
vices is decreasing, and the cost of technology is becoming cost-effective. Therefore, in present times,
the Internet of Things (loT), as a concept of computing network of physical objects (“things”)
equipped with embedded technologies to interact with each other or with the external environment,
consider the organization of such networks to solve production and educational problems [1]. For ex-
ample, in modern cars several networks operate at once: one controls the operation of the engine, an-
other — security systems, the third maintains communication, etc. Office and residential buildings
also install multiple networks to control heating, ventilation, air conditioning, telephone communica-
tions, security, and lighting. As the 10T evolves, many networks will connect to each other and ac-
quire more and more security, analytics, and control capabilities. Analysis of I0T technology [1] re-
vealed the specifics of information interaction in 10T networks and the impossibility of applying mod-
els and algorithms of traditional computer networks to 10T networks.
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Experimental

During the study various methods: analysis, comparison, simulation, etc., are used. In our study, spe-
cial attention is paid to simulation as a key one in engineering education, where simulation and visualiza-
tion of real physical processes and phenomena are important technological tools. The result of simulation
provides an opportunity to study any new project before its real installation. Let us consider the effective-
ness of simulation in telecommunications as an example.

The widespread creation of computer networks to provide users with remote access to network re-
sources causes a dramatic development of network modeling with the help of software emulators. Virtual-
ly all companies with more than one computer combine them into local networks, so that it works smooth-
ly, is reliable, better processes the information circulating between employees of the company, and allows
them to make meaningful and optimal decisions. To do this, network equipment, such as different routers,
switches of different levels, is developed. Therefore there is a need to use software network equipment
emulators to create and administer network models.

Let us look at the functionality of the most popular emulators today, such as Cisco Packet Tracer and
UNetLab. Cisco Packet Tracer is a powerful software emulator, which allows users to simulate networks,
organizing them with an almost unlimited number of devices, to find the use of equipment and to adjust it
to the specific tasks of this or that environment. The program gives the opportunity to develop the quality
of decision-making speed, creativity and critical thinking, configuration and troubleshooting networks
with the use of virtual equipment and simulated connection.

In the educational process, with the help of this software product, teachers and students can invent,
build, configure networks and perform troubleshooting in them, as it gives an opportunity to present the
latest technology in more detail, thereby making the educational process useful in terms of material as-
similation.

Thus, the analysis of the functionality of the emulator Cisco Packet Tracer, as a platform for
modeling networks, showed that this emulator has a number of drawbacks, such as the lack of simula-
tion in 2D/3D environment and adding urban and natural interference; not a complete emulation of 10S;
almost everything that goes beyond the CCNA, it also cannot be built on it, the possible manifestations
of a variety of glitches that are treated only by restarting the program [3]. All this makes it not applica-
ble for 1oT.

Consider the software emulator UNenLab (Unified Networking Lab, UNL) — a multi-user plat-
form for creating and simulating a variety of labs and designs, allowing to simulate a virtual network
of routers, switches, security devices, etc. Using and analysis of this emulator revealed significant ad-
vantages in its possible use: completely free, almost full-fledged L2 support, extensive support for
Cisco equipment, the number of running nodes is unlimited, multi-user functionality, low require-
ments for PC resources, etc.

For educational purposes, this platform will be suitable both for beginners to prepare for
CCNA/CCNP, and for professionals to prepare for CCIE Routing and Switching, CCIE Security, CCIE
Service Provides, CCIE Data Centers, etc., as well as for other various engineering and educational tasks
[2].

Unlike the previous IOU-WEB emulator, UNetLAB implements a fully graphical topology de-
sign interface like GNS, i.e., no need to write a netmap command for each topology. Today UNetLab
remains the best tool both for CCNP/CCIE preparation and for simulation of various engineering
tasks. Nevertheless, there is a number of its significant drawbacks, such as time-consuming installa-
tion process; lack of simulation visualization process; lack of possibility to use it on real terrain maps;
lack of compatibility with the previous program project; lack of adding city and natural interference to
the simulation process.

The functional and comparative analysis of Cisco Packet Tracer and UnetLab emulators revealed that
these emulators do not meet the requirements for modeling networks for 10T, as they do not visualize the
modeling process, have no ability to use on real maps and add urban and natural interference.

Let us explore their alternative platform CupCarbon-Lab, based on the existing CupCarbon simulator,
designed to design and simulate wireless sensor networks for Smart-city and 10T applications. It will allow
the verification of distributed algorithms in a 2D/3D environment, taking into account the urban buildings
where networks will be deployed, cell phones, using accurate models of radio wave propagation and inter-
ference in that environment. The platform can automatically generate a real 10T network from the soft-
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ware, even if it is already deployed, reconfigure without having to go through each node, and help test the
feasibility and scalability of the algorithm in a real environment [3].

It is a versatile system and simulator for a wireless sensor network of discrete events. Networks can
be constructed and designed in an ergonomic user-friendly interface using OpenStreetMap by deploying
sensors directly on the map.

The main objectives of CupCarbon are also educational, i.e., to help trainers and teachers to explain
basic 10T concepts, the operation of sensor networks, check wireless topologies, protocols, learn the be-
havior of the network and its elements, e.g., to study the power circuitry of each sensor and the whole
network, calculate power circuits and display as a function of simulated time.

Designing networks on this versatile system and discrete event wireless sensor network simulator is
more realistic than the above-reviewed emulators like Cisco Packet Tracer and UnetLab. They are mainly
used to develop new routing protocols, but in the context of smart cities and 10T, their radio channel and
interference models are simple and do not take into account the real urban environment, and they do not
integrate visualization to easily test the developed algorithm.

The main contribution of using CupCarbon for network design is to keep a short simulation time con-
sidering 3D, an accurately modeled radio channel with environmental impact obstacles and a realistic in-
terference assessment. The platform has been designed with the following goals: to study wireless sensor
network deployments with respect to mobility and spectrum availability; to simulate wireless sensor net-
work performance and services in a 2D/3D realistic environment; to study connectivity, network reliability
and cost; to detect any interference zones to improve deployment quality; to accurately and quickly simu-
late radio signal propagation in real urban environments.

Since more than 50 % of the population is predicted to live in cities in the near future, the number
of connected devices will increase significantly, leading to the use of a large number of wireless com-
munication devices. Therefore, our environment will be saturated in terms of communication signals
and spectrum. This can be a limitation for any future WSN installation. This is why any new project
needs to be thoroughly investigated before it is actually installed. This requires the use of simulators to
study the impact, in terms of wireless signal congestion and safety, for any new installation before it is
actually deployed.

As an experiment to simulate the network in the CupCarbon software emulator an urban area with
possible radio interference and constructions, possibly blocking the signal transmission, was chosen. The
simulation of networks was performed for a residential complex (Residential Complex) Zhagalau in Nur-
Sultan city. This housing estate is serviced by “Arman” communal cooperative, whose responsibilities in-
clude engineering works such as maintenance of heating system, water supply units, technical units, elec-
trical equipment and maintenance of the adjacent territory. In its activity the “Arman” maintenance organ-
ization faces some problems, such as irrational electricity consumption, frequent flooding of basements
and untimely watering of yard plants.

To solve educational and engineering problems, based on knowledge of the modern development of
the 10T concept, the task was to simulate on the CupCarbon emulator a wireless sensor network (for one
house LCD) of three sensors and one receiver on the Arduino platform and evaluate its operation for our
chosen object. It was decided to install motion sensors to regulate the lighting of the entrance hall in to
rationalize the consumption of electricity. For the detection and timely elimination of flooding in the
basement of the house, it was planned to install water leakage sensors, and for the timely watering of yard
plantings — soil moisture sensors. Sensors were chosen from WavGat, inexpensive and with optimal char-
acteristics. As a receiver of signals from sensors, a module with signal reception of up to four sensors was
chosen.

To create a network model in the simulator, a new project is created, where we add four sensor nodes,
so that they are in the radius of their interaction (Figure 1).

In the radio parameters, we assign a different number to each node, then add a script for the first and se-
cond sensor nodes as a receiver and save.

24 BecTHuk KaparanguHckoro yHuBepcuTeTa



Modeling in cup carbon

A Unpge.

g K Ly,
Tifne: 0,0000 s r LS 5iHG a5
\Number of SENT messages:1&9.0/[190.0)
Number of RECEIVED messagles:160.0 [100.0] ! . o
Number of ACK messages:0 [fJ.(E 2 e
Number of LOST messages:§0 =) LY 2
& |= o 36 N
> g s =
T iz
/S = L -
s/ /S o -
a0 HDomoBan
2 : {1 KYXHA 17
P
15 yz6euxa
11
.
36/5 =
J 13
3616,
L.83(0] 4 - o
o 36/4 % o fz‘m
= 0/c 3’ 2
DETORAR “of
- KynbiHwak 5 !
2 % 11
36/2
9
MUKPOPANOH
Marariby 51
361 s4(0)
> 7
o Stolz & n Wkona
a ; nuuen
8|5 NeT1
e/ =
P 4 i
L 5 g
Q
P g
o

Figure 1. Sensory nodes
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The next step is to apply the script to the sensor nodes and run the simulation of the simulated network.
When the simulation ends, the End of Simulation message will pop up on the screen (Figure 2).
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Figure 2. Simulation result

Results and Discussion
This network is simulated, i.e., the code is generated to program the wireless sensor nodes. The simulat-

ed network on the simulator visualizes the result obtained, confirms the feasibility of the project and its
scalability in real conditions. Then, after the actual design of this network, the service company employee
sees the information coming from these sensors on the computer screen. Based on the information about the

case of water leaks in the basement of the apartment complex or changes in moisture levels in the soil near
the yard plantings, necessary measures are taken in time, i.e. problems arising in Zhagalau housing estate are

prevented in time.
and verify algorithms for monitoring, environmental data collection, etc. This platform also allows students

in the classroom, or as part of educational and research projects, to create environmental scenarios like fires,
25

Thus, the presented experience of using the platform confirms that CupCarbon can be used as a simula-
gas, and simulate mobile devices like vehicles and flying objects (e.g. UAVS, insects, etc.).

tor of the Smart City wireless sensor network and the Internet of Things in order to design, visualize, debug
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Conclusions

CupCarbon clearly explains the basic concepts of sensor networks, how they work and test their
wireless topologies, protocols, etc. This platform is useful for anyone to understand the basic concept of 10T,
how sensor networks work, learn to construct and design a realistic network in an ergonomic user-friendly
interface by deploying sensors directly on the map, and then implement it in reality. At the same time,
CupCarbon is a powerful tool in today’s educational process for understanding real events and learning about
the world.
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B.E. Xam3una, A.C. Kyaycos, XK.I1I. Kypanbaesa
CupCarbon-aa moxeabaey

Monensaey — Kaszipri OiliM TEOpHUSACH MEH HHXCHEPIIK TOKIpHOEHIH HETI3ri KaTeropusuIapbIHBIH Oipi.
Hakrtbl (H3MKaNBIK IpOLECTEP MEH KYOBUIBICTApIbl MOJEIBACY JKOHE BH3YaIM3aLHsIay MaHBI3/IbI
TEXHOJIOTHSIIBIK Kypajigap jKoHEe MOJeNbley HOTIkKenepi Oombin Tadputansl. Makanana Cisco Packet Tracer
skoHe UNetLab CHSKTBI KOJIAHBICTAaFbl AMYJISATOpJIApFa CaJBICTBHIPMAIIBl LIONTy JKOHE Taliay, COHpaii-ak
Mojenbaey miathopmace! petinae CupCarbon TaHmayablH HerizaeMeci, atam ailTkannaa VIHTepHET 3aTTapbl
YIIH CBIMCBI3 enitep yceiHburFaH. byrinri tanma Cisco Packet Tracer sxome UNetLab cuskTBI eH ken
TapaiFaH 3MyJSITOpIapAblH QYHKIMOHAIIBIFEI YiKkeH MoHre ue. Cisco Packet Tracer — maiinananymsuiapra
JKETJIep i MOJeIbIeyTe, OJIap bl KYPhUIFBUIAPABIH iC XKY3iH/Ie MIEKCi3 CaHBIMEH YHBIMAACTBIPYFa, a0 JbIKKa
apHaJIFaH KOCBIMINANIAPABI Ta0yFa jKOHE OHBI Oenrini Oip OpTaHBIH HAKTHI TAalCBIPMalaphbl YIIiH peTTeyre
MYMKIHAIK OepeTiH KyaTThl OarmapiaMaliblK jKacakTamMa »SMYNATOpBl. barmapmama mremiM KaObuiiay
JKBUIJAMJIBIFBIHBIH CallaChlH, KPEaTHBTI Ke3Kapac NMeH ChIHU OfJay/bl AaMbITYFa, BHPTYAIbl )KaOIbIKTHI
JKOHE KOCBUIBICTHI HMHTALIMSIAA OTBIPBIT, KOHGHUIYPALMSAHBI PETTEYTe JKOHE JKETUIEPAIH aKayllapblH JKOIOFa
MYMKiHAIK Oepeni. Byn Garnmapiamanblk SMyJISTOPABIH OCBIHIAW YIIKEH apTHIKIIBUIBIKTApBIHA KapaMacTaH,
oHBIH Oipkartap kemurinmikrepi 6ap, 6y oHbl [oT jxenminepiH Monenpiey YIIIH DypbIC XYMBIC icTemeiini,
Mmeicansl, 2D/3D oprama Mojenblaey KOHE KANANbIK JKOHE TAaOWFH KeIepriiepAi KOCYy MYMKIiHIITiHIH
6onmaysr; 10S-TeIH SMyssinusicel TogbIK eMec; CCNA-aH acaThiH Ke3 KelIreH HOpCeHi JKHMHAY MYMKIH eMec,
Tek OargapiaMaHbl KaiiTa icKke KOCY apKbUIbl OHIENETiH 9pTYPIIi TIIOKTapABIH MYMKIH KOpiHicTepi.

Kinm ce3dep: Oimim Oepy, MOAEnbIeYy, MHTEPHET 3aTTapbl, SMYISTOP, CBIMCHI3 ke, ceHcop, Arduino,
OaFrmapiaManblK KAMTaMachl3 €Ty, KOHGUTypamms, ska0IpIK.

B.E. Xam3una, A.C. Kynycos, XK.I1I. Kypanbaesa
MopnesmpoBanue B CupCarbon

Moie/IMpOBaHKe SBJIAETCS OJHUM M3 KIKOYEBBIX KATETOPU COBPEMEHHOW TEOPHMH TIO3HAHHUS WM MPOEKTHO-
WHKEHEPHOU TPAKTUKHU. VIMUTAIUS U BU3yalM3allUs PEATbHBIX (PU3HUECKHUX MPOIECCOB U ABJICHHUMN SBIISIOT-
Csl BAXKHBIMH TEXHOJOTHYECKUMH WHCTPYMEHTAMH U PE3yJibTaTaMU MOJIEINPOBaHus. B craThe npecTaBlieH
CpaBHHUTENBHBINA 0030p U aHAIM3 CYIIECTBYIOMNX 3MYIaTOpoB, Kak Cisco Packet Tracer u UNetLab, a taxxe
obocHoBanue Beibopa CupCarbon, kak maathopMbl sl MOJACTUPOBAHMUS, B YACTHOCTH OCCITPOBOIHBIX CETEH
JUIs MHTepHeT Bemied. OyHKIMOHAIbHBIM MOTEHIHAN CAMBIX PaclpOCTPAHEHHbBIX CETOHS IMYIATOPOB, KaK
Cisco Packet Tracer u UNetLab. Cisco Packet Tracer — 3T0 MOIIHBIH TPOrpaMMHBII AMYIISTOP, AAFOLINIA
BO3MOXXHOCTb IOJIb30BaTCIAM MOJACIHUPOBATh CETU, OPTaHHU30BbIBas UX C MPAKTUYECCKH 6e3r'paHI/I‘[Hl>IM KOJIN-
YECTBOM YCTPOMCTB, HAXOAUTh MPUMEHEHHE 000PYJIOBAHHIO M HANAKHBATH €0 TI0J[ ONpe/IeICHHBIC 3aa9n
TOM mitk HHOM cpejibl. [IporpamMma 1aeT BO3MOKHOCTH BEIPAOATHIBAHUIO KAUECTBA CKOPOCTH TIPUHSTHS peliie-
HHS, KPEATHBHOTO MOJX0/a M KPUTHYECKOTO MBIIIICHHUs, HACTPAUBATh KOH(PUTYPAIUIO U YCTPAHATH HEIO-
JaJIKA CeTell ¢ MPUMEHEHHUEM BHPTYaJIbHOTO 00OPY/IOBAHUS M UMHUTAIMEN coeauHenus. HecMoTps Ha CcTOJb
0OJIBIINE TIPEUMYIIECTBA JAHHOTO MPOrPAMMHOIO SMYJISATOPA, OH OOJIAJaeT PSA0M HEJIOCTATKOB, UTO JEJAeT

26 BecTHuk KaparaHgmMHCKOro yHusepcureTa



Modeling in cup carbon

€ro NMPUMEHEHHE HEKOPPEKTHBIM UL MoJenupoBanus cereil 10T, Hanpumep, OTCYTCTBUE BO3MOXHOCTH MO-
nenuposanust B 2D/3D cpene v joOaBIeHUsS] TOPOJICKUX M €CTECTBEHHBIX MOMEX; He mosHas smysiius [0S;
MpaKTHYeCcKH BcE, YyTO BRIXOAMT 3a paMku CCNA, Ha HeM coOpaTh TOKEe HE HMOIyYUTCs, BO3MOYKHBIE MTPOSIB-
JIeHHUS pa3HOOOPA3HBIX «TIIOKOBY, KOTOPBIE JISUaTCsl TOJIBKO Iepe3alryCKOM IIPOTPaMMBL.

Kniouesvie cnosa: obpa3zoBaHue, MOJCIHPOBaHIE, MHTCPHET BEIICH, SMYJISATOp, OECIPOBOIHAS CETh, TaTUHK,
Arduino, mporpamuoe obecrieuenue, KOHGUTyparys, 060pyI0BaHHUE.
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