https://doi.org/10.31489/2024Ped1/82-89

UDC 372.862 Received: 30 October 2023 | Accepted: 10 January 2024

A.E. Balgabayeva, R.M. Aitzhanova, D.M. Zhorabekova, E.R. Tazhibayeva

Karaganda Buketov University, Karaganda, Kazakhstan
(Corresponding author’s E-mail: Aliya7_97@mail.ru)

ORCID ID: 0000-0002-2563-7986, ORCID ID: 0000-0001-7465-2288
ORCID ID: 0000-0002-5339-0343, ORCID ID: 0009-0008-6524-4221

Psychological and pedagogical conditions for the formation of digital literacy of
students of the modern Kazakhstan schools

The article discusses the necessity to develop psychological and pedagogical conditions that ensure the success
of the process of developing digital literacy among students in the context of digitalization of education. The
formation of digital literacy is a comparatively new area of activity that is being applied in many countries of
the world and is being actively researched, including Kazakhstan. Digital literacy of students in schools aims
at providing effective interaction with digital services, includes the ability to work with any source of infor-
mation, as well as with all types of information, is expressed in knowledge, skills and abilities that allow stu-
dents to become active partakers in the socializing Internet environment cyberspace. The authors of the article
suggest a classification of psychological and pedagogical conditions that ensure more effective formation of
digital literacy of students in the context of digitalization of education in Kazakhstan. However, actual problems
and perspectives of the formation of digital literacy is still a scope for further scientific research.
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Introduction

The concept of digital literacy or competence is closely related to the concept of digitalization of educa-
tion. An analysis of modern research in the field of digitalization of education shows that the stage of digital-
ization comes next after the computerization of education. In our country, the digitalization of education, first
of all, should be carried out through the motivation and training of teachers for its effective use. The evaluation
of academic success is almost always linked to educational activities based on the use of ICTs, and digital
teaching methodology continue to be widely disseminated. Digital literacy as a set of knowledge and skills
that are necessary for the safe and efficient use of digital technologies and Internet resources includes both
digital consumption and digital competencies and digital security.

Digital literacy is a concept that unites important groups: computer and information skills. Information
literacy is the ability to formulate information need, to request, search, select, evaluate and interpret infor-
mation, in whatever form it is presented. The UNESCO Information for All Program (IFAP), based on inter-
national experience, has formulated “indicators for the development of the information society”, defining dig-
ital literacy as an essential life skill [1]. Today, a new challenge for the effective shift to digital education and
successful formation of digital literacy of schools’ students is the provision of appropriate psychological and
pedagogical conditions of teaching and learning. Psychological and pedagogical support together with psy-
chological and pedagogical conditions of educational environments in the frames of digitalization of educa-
tions is a little-lit problem in the modern educational context of Kazakhstan, and this work aims to highlight
this aspect in our study.

Materials and methods

A questionnaire for teachers was developed in the frame of the research in order to reveal teachers' ideas
about effective psychological and pedagogical conditions for the formation of digital competence of elemen-
tary school students (grades 5-8). A google-questionnaire was created and a survey of pedagogic schools was
conducted among schools in Astana (30 respondents) and schools in Karaganda (39 respondents). The pre-
sented sample can be considered representative, since it covers all categories and positions of teaching staff of
schools implementing various educational programs — basic general education, in-depth study of subjects.

The developed questionnaire contains questions of closed, open and mixed type. The logic of questions
in the questionnaire allowed:
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- to determine the views of teachers about the key psychological problems of modern schoolchildren of
different ages (students of 5-7th and 8-9th grades), studying in the conditions of digitalization of education;

- to reveal the opinion of teachers about the effectiveness of the created pedagogical conditions of the
educational process in the frame of digitalization of education;

- toreveal the attitude of teachers to digital means of pedagogical and psychological support for school-
children.

The analysis of the results of the google poll was focused on the verification of the initial hypothesis of
the study, which consisted in the assumption of the need to determine the psychological and pedagogical con-
ditions for the effective formation of digital competence.

Psychological and pedagogical conditions as a key element of successful formation of digital literacy of
students

The need for the formation of digital literacy in the territory of the Republic of Kazakhstan is due to the
digitalization of domestic education, which involves the use of modern technologies and the creation of tar-
geted and effective tools for the subjects of the educational environment: teachers, students, and their parents.
The use of digital technologies is not limited only to the instrumental support of the educational process (Smart-
board, multimedia projector, etc.), but is implemented through appliance of existing educational online tools
and services into building digital personal educational environments for teachers and students with the con-
struction of possible individual trajectories of the educational activity of the latter. In addition, it should be
noted that modern educational programs involve the increase in time allotted for extracurricular activities,
which means that the potential of digital tools and digital services increases, which allow organizing and
providing a system of remote support, accompanying the activities of students and their parents, delivery and
broadcasting of digital educational content, creating conditions for the formation of the competencies of a
student of the XXI century, which is noted by such domestic and foreign authors as Barlybayev A.B. [2],
Sharipbayev A.A. [3], Mukhametzyanov I.S. [4], Solovov A.V. [5], Zenkina S., Pankratova O. [6],
Konovalova S.A., Kashina N.I. [7], Talu S. [8], Kalantzis M., Cope B. [9], Davidson P.L. [10], Mironenko
[11], Garcia-Tudela P. [12], and others.

Ideas in the field of e-learning in Kazakhstan, the development of digital educational content, the devel-
opment of digital competencies of teachers in the aspect of designing their own digital resources, are reflected
in the works of such domestic scientists as Nurgaliyeva G.K., Artykbayeva Ye.V. [13], Tazhigulova A.l. [14],
Sarzhanova G.B., [15-17] and others.

The target indicators of the country's development are set by the Strategy “Kazakhstan-2050” [18] to
ensure the development of innovative technologies and the modernization of education. However, the existing
potential and real threats affect different spheres of the life of society and mankind. Among them are vulnera-
bility from cyber threats, information attacks, low level of information and media literacy not only of children
and youth, but also of the adult population, and, as a result, manipulation of public opinion and provocations.
That is why it is necessary to provide the process of formation of digital literacy with effective pedagogical
and psychological conditions for its effective implementation.

Pedagogical conditions represent a system of norms and rules, both general and special, taking into ac-
count the subject area of knowledge, and should include a content component of a complex of objects, pro-
cesses or phenomena, on which other objects, processes or phenomena depend and which affects the result of
the process formation of digital literacy of people of the third age. We agree with the Soviet and Russian
teacher V.I. Andreev, who understands pedagogical conditions as “circumstances of the learning process,
which are the result of purposeful selection, construction and application of elements of content, methods, and
organizational forms of learning to achieve certain didactic goals” [19].

To ensure the process of formation of digital literacy among students, in the conditions of digitalization
of education, we have defined the main pedagogical conditions:

* diagnostic (analysis of regulatory documents, identification of didactic features of students of basic
general education, secondary general education, search for opportunities to implement the educational process
in the conditions of updated content of education);

« structuring (creation of an accessible electronic informational educational environment for all levels of
education; modular object-oriented dynamic learning environments, creation of structural elements of the
learning process taking into account the specifics and direction of preparation);

* content (modeling and selection of content to ensure the effectiveness of digital literacy formation,
support of this process with the necessary tools, methodical materials, handouts, printed teaching and method-
ical manuals, using cloud technologies and remote modular systems);
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* technological (correspondence to forms and methods that ensure the process of formation of digital
literacy);

* evaluation-resultative (making a creative atmosphere; approbation of empirical material to determine
the level of formation of digital literacy among students, increasing motivation of students; all-round support
of students to achieve positive results at various levels (regional, republican, etc.); optimization of existing
programs and development of new resources in accordance with the needs, interests, individual capabilities of
students).

Speaking of psychological conditions, it should be noted here that in the studies of many psychologists,
a high correlation between the level of academic success of schoolchildren and the level of development of
their cognitive sphere was revealed. The cognitive sphere, which is an integral part of the human cognitive
domain, is a system of sensory-perceptual (sensation and perception), intellectual (thinking and speech), mne-
monic (memory), attentional (attention) and imaginative (imagination) processes. In the psychological-peda-
gogical literature, the issues of the relationship between individual cognitive processes and the success of
education in the conditions of a traditional school have been sufficiently considered. However, the digital
environment has a number of specific features and contains many factors that have both a positive and a neg-
ative impact on the process and result of education, as well as on the development of the personality of the
subjects of education. In order to fix the problems that arise in schoolchildren when learning in the conditions
of digitalization, it is necessary to consider the features of functioning in the cognitive sphere of the processes
of attention, memory, thinking, communicative processes, as well as the features of personality development
in general [20, 21].

In the results of psychological and pedagogical studies, psychological problems of schoolchildren caused
by the digitization of general education were revealed, which need to be emphasized, as this will allow creating
the most comfortable learning environment for the successful formation of digital literacy:

e Psychosomatic health in the digital environment — the availability of digital technologies and Internet
resources has a known side effect — more and more children, especially teenagers, become addicted users.
Today, such expressions as “binge-watch”, “hyper-connected”, “extreme Internet users” appear. Adolescents
who often use the Internet experience a feeling of loneliness and become victims of bullying. Unrestricted use
of the Internet is a signal of their psychosomatic vulnerability and the need for support.

e Information culture is defined as a culture of interaction with information that forms the student's
ability to navigate in the information environment. It creates the basis for the development of informational
gualities of a person: informational literacy, informational thinking, informational behavior, and informational
worldview.

e Information security — according to scientific literature, about 40% of children who regularly visit
the Internet browse websites with aggressive and illegal content, are exposed to cyber-stalking and virtual
harassment.

e Professional self-determination in the digital environment — professional self-determination is char-
acterized by a personal preference for self-realization in the labor market, which greatly affects the quality of
life and the feeling of self-worth. At the end of school, a student sometimes cannot decide between what he
wants and what he needs due to the influence of individual and social needs. Therefore, he needs help in the
vector of further development.

= Personal and emotional problems — it is necessary to take into account health risks brought by digi-
talization. Researchers have proven that digital addiction in school age can lead to the risk of developing other
types of addiction: gaming, alcohol, and drug addiction. Insufficient motor activity leads to a delay in the
development of the kinesthetic mechanism in the work of the brain, and as a result, it can lead to problems in
the development of speech and thinking.

= Communication and behavior — for a teenager, immersion in the Internet is both an expansion of the
circle of communication (and the opportunity to interact “as equals” and not only with peers), and instant
communication regardless of the location of the interlocutor, and a kind of guarantee of what the teenager can
do his place in society, self-realization, feeling significant for his reference group. But at the same time, this
kind of communication creates problems and risks, for example, neglect of social norms and ethics due to
certain anonymity of interaction, inability to conduct face-to-face or virtual dialogue.

= Mastering the subject content — the increasing importance of the problem of mastering the subject
content is associated with the belief that by the 8th-9th grade, schoolchildren are more aware of the importance
of education, while teenagers experience difficulties with competent time allocation and planning of their ac-
tivities.
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Thus, it can be concluded that the creation of conditions for solving the above-mentioned psychological
problems guarantees the safe and effective integration of students into the digital educational environment.
The success of this process directly depends on how the described conditions will be applied in practice. The
directions of further research in this area are to improve the quality of the research process taking into account
the correction of the proposed conditions in the conditions of the continuous educational process.

Research results and conclusions

Let us consider the results of the survey conducted by us, within the framework of the PhD dissertation
research. The questionnaire consisted of 20 questions, of which we will focus on the results of three important
guestions, according to the authors:

1. What pedagogical conditions are necessary for the effective formation of digital competence of students
at school?

A) regulatory documents;

B) creation of an accessible electronic informational educational environment;

C) support of this process with the necessary tools, methodical materials, handouts, printed teaching and
methodical manuals;

D) your option

2. What psychological conditions are necessary for the effective formation of digital competence of stu-
dents at school?

A) observing and supporting psychosomatic health of students in the digital environment;

B) providing informational security for students in the digital environment;

C) supporting students’ appropriate development of cognitive processes;

D) your option

3. How could you support your students with psychological-pedagogical assistance during the process
of formation of digital competence? (Open question)

Let’s take a closer look at the results of the survey. Speaking about the choice of pedagogical conditions
necessary for the effective formation of digital competence of students at school, more than half of the re-
spondents (51.7%) noted that this is “support of this process with the necessary tools, methodical materials,
handouts, printed teaching and methodical manuals” (Fig.). A third (29.7%) of respondents noted that this is
“creation of an accessible electronic informational educational environment”, one tenth of opinions were di-
vided with the statement — (9.5%) “creation of an accessible electronic informational educational environ-
ment” and (9 ,1%) gave their own answers among which there were “optimization of existing programs and
development of new resources in accordance with the needs, interests, individual capabilities of students, mak-
ing a creative atmosphere” and others.

m] =2 3 4

Figure. What pedagogical conditions are necessary for the effective formation of digital competence
of students at school?

The results of the following three questions indicate that, according to the teachers’ opinion, personal and
emotional problems, as well as problems of communication and behavior, mastering subject content and self-
determination in the digital environment, their psychosomatic health are the most significant for the formation
of digital competence for middle school students. The importance of these problems for teenagers increases.
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Among the means of psychological and pedagogical support of students on the way to the formation of
digital competence, teachers noted both very effective traditional methods (consultations, organization of ex-
cursions, joint events, inclusion in collective creative activities, personal instructions, the teacher's own exam-
ple), as well as new ones caused by modern conditions of digitalization (organization of chats, groups in social
networks and others).

The curriculum for the subject “Digital Literacy” was developed in accordance with the State Compulsory
Standard of all levels education. Digitalization of education is aimed at developing digital competencies of
schoolchildren that allow them to implement digital technologies such as “computer”, “representation and
processing information”, “working on the Internet”, “computing”, “robotics”, it annually gives every student
the opportunity to gain knowledge not only in computer science, but also in other academic subjects, as well
as formation of new practical computer skills based on previously acquired experience in school and extracur-
ricular activities. When teaching the subject “Digital Literacy” in school active forms and methods of teaching
are used, taking into account age characteristics of students. For a better understanding of the concepts, it is
recommended correlate them with the most common specific life examples. To teach this subject, educational
and methodological complexes have been created aimed at developing logical and algorithmic thinking, mental
and communication skills of students, the formation of universal educational actions, basic theoretical con-
cepts, and skills working on a computer. However, the analysis of the results of pedagogical research and
interviews with school teachers shows that schoolchildren have mostly fragmented knowledge of computer
science, which is primarily due to the low level of cognitive interest of schoolchildren in this subject. One of
the solutions proposed by practicing teachers is the observance of certain conditions to increase students’ mo-
tivation while studying Digital Literacy, such as the use of electronic educational resources designed so that a
set of pedagogical conditions are considered: the use of psychological and pedagogical theories of knowledge
acquisition when using computer teaching tools, the use of interactive computer graphics, structuring educa-
tional material, taking into account the age and individual characteristics of students when teaching computer
science, managing the learning process, etc. Improving the methodological system for developing digital lit-
eracy will increase the level of development of students’ cognitive interest, as well as the effectiveness of
students’ assimilation of the material being studied in the subject of Digital Literacy.

The presented results indicate that at present state the society is responding well to innovative processes
associated with the digitalization of society and education. Considering the issue of digitalization of Kazakh-
stani education, it should be noted that the latest global trends have prompted all participants in the pedagogical
process to intensify their efforts towards improving digital competence. Summing up the presented, it should
be noted that these resources ensure the organization of pedagogical interaction, both in the educational process
and beyond, allows teachers to apply elements of educational technologies, thereby increasing the involvement
of students in the process of cognition and learning. Aspects that require special attention include a complex
system of favorable psychological and pedagogical conditions that need to be implemented into the educational
process for further effective formation of digital literacy. The pedagogical aspect of the formation of digital
competence still lies in the necessity of optimizing of the existing programs and development of new resources
in accordance with the needs, interests, and individual capabilities of students. The psychological aspect of
conducting an online lesson deserves special attention, where the teacher must concentrate on informational
security as well as psychosomatic health of students. Thus, considering the issue of digitalization of Kazakh-
stani education, it is necessary to point out the trends being carried out in terms of social and methodological
transformations. These include government policies covering education. Among the possibilities of using mod-
ern educational technologies, one can find a large number of relevant methods aimed both at teaching a student
to learn professional and educational content on their own, as well as for the teacher himself to be able to vary
both his ICT capabilities and student knowledge of IT programs and to create favorable psychological and
pedagogical support, skillfully operating them in favor of quality education and effective formation of digital
competencies.
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3amanayu Ka3akcran MekTenrepi OKyIbLIAPBIHBIH HUQPPIIBIK CAYATThLIbIFbIH
KAJBINTACTBIPYABIH MCUXO0J0THAVIBIK-TIearOTMKAJIBIK IIAPTTAPbI

Maxkanaza 6inim Oepyai nudpIaHIbpIpy sKaFJalibIHIa OKYIIBUIAPIBIH HU(PIBIK CayaTThUIBIFBIH JaMBITY MPO-
IIECiHIH COTTLNINH KaMTaMachl3 €TeTiH ICHXOJIOTHSIIBIK-TIeJaroruKajIbIK JKaFAaiiapasl a3ipiey KaKeTTiliri
KapacTeIpbuFaH. L{udprblk cayaTThUIBIKTBI KAIBIITACTHIPY — SJIEMHIH KONTEreH eliepiHae KOJIJaHbUIaThIH
*oHe OCJICeH/Il 3epTTeNeTiH, OHBIH imriHae Ka3akcTaHaa 1a KbI3METTIH CaBICTRIPMAITBI TYP/IC JKaHa Calachl.
MekTenTepaeri OKyIbUIap/bIH HUPPIIBIK cayaTTHUIBIFBI HU(PIIBIK CEPBUCTEPMEH THUIMII ©3apa iC-KMMBULIBI
KaMTaMachl3 eTyre OarbITTaJIFaH, Ke3 KeJIreH aKmapaT Ke3iMeH, COHJal-aK aKmapaTThlH 0apibIK TypJepiMeH
JKYMBIC icTel OLTyIi KaMTH[IBI, OKYIIBUIAPFa KapBIM-KAThIHAC JKACANTHIH HHTEPHET-0pTaia, KHOSPKEHICTIKTe
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Genceni KaThICYIIbI O0NyFa MyMKIHIK OepeTiH OimiMaepae, Oitik neH narapuiapia Kepinic tabagsl. Makana
aBTopaaps! Kazakcranaa 6iim Oepyni mudpraHaspy skaFaaiblHIa OKYLIIBUIAPIBIH HUQPIBIK CayaTThUIBIFbIH
HEFYPJIBIM THIMAI KaJbINTACTHIPYAbl KaMTaMAachl3 €TETiH NCHXOJOTHSIBIK-TICarOTHKANIBIK JKaFJaiiapbIH
KIKTENyiH YChIHFaH. AJaiina, nudpiblk cayaTThUIBIKTBI KABIITACTHIPYIBIH ©3CKTI Macesenepi MeH Kejeneri
QJIi JIe FBUIBIMU 3epTTeyJIep IiH MaHbI3bI OOJIBI Kajla GepMeK.

Kinm ce30ep: udpIIBIK KY3BIPETTLNIK, O11iM Oepyai U pIaHIbIpy, ICUXOIOTHSIIBIK-TIearOTHKAJIBIK KaF1aii-
nap, |T-ngarnsuiapst.

A.E. banrabaesa, P.M. Aiir:xanosa, JI.M. JKopabekora, 3.P. TaxxunbaeBa

IIcuxosioro-nexarornyeckue ycaoBus GpopMupoBanusi HMGPpoBoO TPaAMOTHOCTH
Y4YalUXCH COBPEMEHHbIX Ka3aXCTAHCKUX IIKOJI

B crarbe paccMOTpeHa HeOOX0IMMOCTb Pa3pabOTKH IICHXO0JIOr0-TIearOrMYECKUX YCIOBHH, 00€CIIeYnBAIOIINX
YCHENIHOCTh TIPOIiecca pa3BUTHS NU(PPOBOH rPaMOTHOCTH yJAIIMXCS B YCIOBHAX NU(POBU3AMUH 00pa3oBa-
Hus1. PopmupoBanue U(POBOIT IPAMOTHOCTH — CPAaBHHUTEIHHO HOBOE HAIIPaBIICHUE AESTEIEHOCTH, KOTOPOe
NpPUMEHSETCS BO MHOTHUX CTpaHaX MHpa M aKTHBHO HcclienyeTcs, B ToM 4ucie u B Kazaxcrane. [{udposas
TPaMOTHOCTh YYalIUXCs B IIKOJAX HampaslieHa Ha obecniedeHre 3(h(EeKTUBHOTO B3aUMOJACHCTBUS ¢ IU(PO-
BBIMH CEPBUCAMH, BKIIFOUAET B ceOs yMEHHE PadOTATh C JIFOOBIM HCTOYHIKOM HH(OPMAIIHH, a TAKKE CO BCEMU
BUJaMH HH(OPMAINH, BHIPAXKACTCS B 3HAHUAX, HABBIKaX M YMEHHSX, TO3BOJIIONIMX YUAIUMCS CTaTh aKTHUB-
HBIMH y4acTHHKaMH B oOmaromeiics MHTepHeT-cpene, KHOepnpoCTpaHCTBe. ABTOPBI CTAaThbH HPEJIararoT
KJIaCCU(HKAIIUIO TICHXOJIOTO-TIEAarorHYecKUX YCIOBUH, obecneunBatomux Oomnee 3 pekTuBHOE HOPMHUPOBA-
HHe IU(PPOBOH TPAMOTHOCTH yJaIIMXCSI B YCIOBUSX IM(poBu3anuy odpazosanus B Kazaxcrane. OgHako ak-
TyaJIbHbIe NMPOOIEMbl M IEePCHEKTUBBI (POPMHUPOBAHUS IU(POBOH IPaMOTHOCTH €Ille OCTAIOTCS IMOJEM IS
JaTbHEHIINX HAYIHBIX HCCIIETOBAHUI.

Kniouegvie cnosa: nndpopasi KOMIETEHTHOCTb, LHU(pOBH3aLUsS 00pa30BaHUS, MCHUXOJIOrO-NEAAaroruuecKue
ycnoBus, | T-HaBbIKH.
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